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ORGANIZATION OF THE MANUAL 

The Health Facility Registry (HFR) is a customized, open source, web-based application that allows users 

to access the Master Facility List (MFL): a list of all healthcare facilities, public and private, in Nigeria. In 

addition to government stakeholders who oversee facility management and the provision of healthcare 

services, additional stakeholders who may be interested include the authorities responsible for budgeting 

and allocation, human resource managers, those overseeing supply chain management, insurance 

companies, researchers assessing health system performance, and donors planning coverage for public 

health interventions.  The system requires Internet connectivity to be accessed and is available to the 

general public.   

The purpose of this manual is to provide a broad overview of the functions of the system that are 

available to administrators of the system who will add new facilities, modify records for existing facilities, 

and signal the closure of facilities.  In addition, we will provide an overview of the workflows for the 

verification, validation, and publication of these requests. A complementary manual is available for public, 

nonadministrative users who want to query the MFL: “Implementing Nigeria’s Master Facility List: 

Manual for Public Access to the Health Facility Registry.”  

This and other resources that support Nigeria’s master facility list are available here: 

https://www.measureevaluation.org/countries/nigeria/toolkit-for-implementing-the-health-facility-

registry-in-nigeria/. 

  

   

https://www.measureevaluation.org/countries/nigeria/toolkit-for-implementing-the-health-facility-registry-in-nigeria/
https://www.measureevaluation.org/countries/nigeria/toolkit-for-implementing-the-health-facility-registry-in-nigeria/
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ADMINISTRATOR ACCESS TO THE SYSTEM 

Accessing the System 

The system has been tested and works well with Google Chrome and Firefox. To access the system, you 

need the URL/link to the application. Type https://hfr.health.gov.ng in the address bar of your browser 

after connecting to the Internet. Hit Enter and you should get the home page displayed below on your 

browser.  

Figure 1. HFR home page 

To access the curation module, click on My Account. The log in page will be displayed. 

Figure 2. HFR log in 

 

 

 

 

 

 

 

 

 

https://hfr.health.gov.ng/
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Supply the correct e-mail and password, verify you are not a robot by checking the box “I’m not a robot” 

to verify, and click on Sign In. If the log in details are correct, the system will send you a verification 

token in an mail and display the following screen. 

Figure 3. Token verification 

 

Enter the token from your e-mail and click Verify Token. After token verification, the system will 

redirect you to the curation module dashboard. 

Figure 4. Curation landing page 
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The system provides a mechanism for you to reset your password without needing administrator 

assistance. When you forget your password, you can reset it at any time. 

• To reset your password, go to the log in page. Public portal -> My account. 

• On the log in page, click Forgot Password. 

Figure 5. Forgot password 

 

 

 

 

 

 

 

 

 

 

 

 

 

Once you click Forgot Password, the following screen will be displayed.  

Figure 6. Forgot password e-mail request 

 

Enter your registered e-mail address and click on Send Password Reset Link. You will then see the 

following notification: “We have e-mailed your password reset link!” You will receive an e-mail similar to 

the one below. 
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Figure 7. Reset password e-mail notification 

 

Click on Reset Password, copy the link in the e-mail, and paste it in your browser. The Reset Password 

form will appear. 

Figure 8. Reset password form 

 

Enter your registered e-mail address, enter your new password, and retype the new password to confirm 

it. Then click Reset Password; your password will be reset and you will automatically be logged into the 

system. 
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USING THE SYSTEM 

Dashboard 

Figure 9. Dashboard 

 

 

 

 

 

 

 

 

 

 

1. Shows the number of notifications the user has received. 

2. Displays the logged-in user; click to view the profile. 

3. Click this option to download the chart. 

4. Click this icon to collapse or expand the left menu bar. 

5. Click to see the submenu for the selected menu. 

The dashboard displays three different charts:  

I. Health Facilities by Status. This chart shows the facility summaries, grouped by status, for each 

state. It allows the user to select and deselect the facility status on the graph legend to change the 

graph. 

Figure 10. Health facilities by status 
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II. Number of Visitors. This chart shows the number of site visitors in the past 30 days. 

Figure 11. Number of site visitors 

 

III. Download Requests. This chart shows the number of users who have requested to download the 

facility list from a public portal. 

Figure 12. Number of monthly download requests 
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User Profile 

Click on the username, found on the right-hand side of the dashboard, to expand the menu. 

Figure 13. User profile 

 

• To log out of the system, click Sign Out. 

• To view and update your profile, click My Profile. The following screen will be displayed. 

Figure 14. Update profile 

 

You can update only your name, mobile number, job title, and organization. After changing the details, 

click Update to save the changes. 

Figure 15. Change password 

 

To change your password, enter your current password, enter a new password, confirm the new password 

by repeating it, and click Change. The password must contain a minimum of eight characters. 
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Master Data  

“Master data” refers to the data elements that are considered the building blocks of the system. In this 
menu, administrators are able to change drop-down options for metadata collected from each facility. For 
example, if a new ward is created, administrators would add this ward in the Master data to make it 
available for assignment in the drop-down menu. Administrators can add, update, or delete master data 
elements.   

Master States 

Under the state menu, administrators are able to add, update, or delete a state. To access the states 

master, click on the Masters menu and click States to display the list of available states. 

Figure 16. List of states 

 

Figure 17. Add state 

 

• To add a new state, click on Add State. The following screen will be displayed. 

• Next, enter the name of the state (e.g., Abia), the short code for the state (e.g., AB), and the 
numeric code for the state (e.g., 01), then click Save to save the record or Close to cancel the 
operation. 

• To update a state, click on Edit for the desired state. The following screen will be displayed. 

  



Implementing Nigeria’s MFL: Manual for HFR Administration           19 

Figure 18. Update state 

 

• Update the name, short code, and numeric code for a state, then click on Update to save the 
record or Close to cancel the operation. 

• To delete state, click on Delete for that state. The following screen will be displayed. 

Figure 19. Delete state 

 

 

 

 

 

• Click Yes to delete or No to cancel the operation. 

 

Local Government Area (LGA) 

This function allows the administrator to add, update, or delete an LGA. To access the LGA master, go 

to the Masters menu; then click LGAs. This screen will display the list of available LGAs. 

Figure 20. List of LGAs 

 

• To add a new LGA, click on Add LGA. The following screen will be displayed. 
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Figure 21. Add LGA 

 

• Next, select the state to which it belongs and enter the LGA name and a two-digit LGA code. 
Click on Save to save the record or Close to cancel the operation. 

• To update an LGA, click Edit for that LGA. The following screen will be displayed. 

 

Figure 22. Update LGA 

 

• Next, update the name of the state, LGA name, and LGA code, click on Update to save the 
record, or Close to cancel the operation. 

• To delete an LGA, click on Delete button for the appropriate state. The following screen will be 
displayed. 

 

Figure 23. Delete LGA 

 

 

 

 

 

 

• Click Yes to delete or No to cancel the operation. 
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Ward 

The ward master allows the administrator to add, update, or delete a ward. To access the ward master, go 

to the Masters menu, then click on Wards to display the list of available wards. 

Figure 24. List of wards 

 

• To add a new ward, click on Add Ward. The following screen will be displayed. 

Figure 25. Add ward 

 

• Next, select the state and LGA to which the ward belongs, and enter the state of the ward (e.g., 
Benue), its LGA (e.g., Agatu), and the name of the ward (e.g., Test ward update). Click on Save to 
save the record or Close to cancel the operation. 

• To update a ward, search for the ward you want and then click on Edit. The following screen 
will be displayed. 

Figure 26. Update ward 
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• Next, update the name of state, LGA name, and ward name (e.g., Test ward update), then click on 
Update to save the record or Close to cancel the operation. 

• To delete a ward, search for the ward and then click on Delete. The following screen will be 
displayed and click on Sign In. 

Figure 27. Delete ward 

  

• Click Yes to delete or No to cancel the operation. 

 

Hospital Services 

The Hospital Services master allows an administrator to add, update, or delete services options for 

facilities. This function is not used to add services for a specific facility but to provide the list of available 

services during a facility’s creation. A data entry person will select the services offered by that facility. To 

access the hospital services master, go to Masters, and click on Hospital Services. The list of services 

will be displayed. 

Figure 28. List of hospital services 

 

• To add a new hospital service, click on Add Service. The following screen will be displayed. 
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Figure 29. Add hospital service 

 

• Next, select the service category to which the new service belongs, enter the service name, and 
click on Save to save the record or Close to cancel the operation. 

• To update a hospital service, search for the service you want and then click on Edit. The 
following screen will be displayed. 

 

Figure 30. Update hospital service 

 

• Update the category or service name, then click Update to save the record or Close to cancel 
the operation. 

• To delete a hospital service, search for the service to delete and then click on Delete. The 

following screen will be displayed. 

 

Figure 31. Delete hospital service 

 

 

 

 

• Click Yes to delete or No to cancel the operation. 
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Imaging Services 

The imaging services master allows an administrator to add, update, or delete services options for 

radiology and imaging facilities. To access the imaging services master, go to Masters and click on 

Imaging Services. The list of services will be displayed, as shown below.  

Figure 32. List of imaging services 

 

• To add a new imaging service, click on Add Service. The following screen will be displayed. 

 

Figure 33. Add imaging service 

 

• Next, enter a new service name, then click on Save to save the record or Close to cancel the 
operation. 

• To update a service, search for the service you want and then click on Edit. The following screen 
will be displayed. 
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Figure 34. Update imaging service 

 

• Update the service name and then click on Update to save the record or Close to cancel the 
operation. 

• To delete a service, search for the service to delete, then click on Delete. The following screen 
will be displayed. 

Figure 35. Delete imaging service 

 

• Click Yes to delete or No to cancel the operation. 

Laboratory Equipment 

The laboratory equipment master allows an administrator to add, update, or delete lab equipment. Lab 

equipment data are used when adding or updating laboratory facilities. To access the laboratory 

equipment master, go to Masters, then click on Laboratory Equipment. The list of equipment will be 

displayed. 

Figure 36. List of laboratory equipment 

 

• To add new equipment, click on Add Equipment. The following screen will be displayed. 
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Figure 37. Add laboratory equipment 

 

• Next, enter the name of the equipment and click on Save to save the record or Close to cancel 

the operation. 

• To update an equipment listing, search for the equipment you want and then click on Edit. The 

following screen will be displayed. 

Figure 38. Update laboratory equipment 

 

• Update the name of the equipment and click on Update to save the record or Close to cancel 

the operation. 

• To delete an item of equipment, search for the equipment to delete and click on Delete. The 

following screen will be displayed. 

Figure 39. Delete laboratory equipment 

 

• Click Yes to delete or No to cancel the operation. 
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Laboratory Certifications 

The laboratory certifications master allows an administrator to add, update, or delete laboratory 

certifications. Lab certifications data are used when adding or updating laboratory facilities. To access the 

laboratory certifications master, go to Masters and click on Laboratory Certifications. The list of 

available certifications will be displayed. 

Figure 40. Laboratory certifications 

 

• To add a new certification, click on Add Certification. The following screen will be displayed. 

 

Figure 41. Add Laboratory certification 

 

• Select the certification type, and you will see the option to choose national or international. Enter 

the name of the certification, and click on Save to save the record or Close to cancel the 

operation. 

• To update a certification, search for the certification you want and click on Edit. The following 

screen will be displayed. 

Figure 42. Update laboratory certification 

 

• Update the certification name or type and click on Update to save the record or Close to cancel 

the operation. 
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• To delete a certification, search for the certification you want to delete and click on Delete. The 

following screen will be displayed. 

Figure 43. Delete laboratory certification 

 

• Click Yes to delete or No to cancel the operation. 

Hospitals and Clinics 

This section of the system allows authorized users to create, edit, delete, or update information on 

facilities. To access this section, click on the Hospitals and Clinics menu. The list of hospitals will be 

displayed. 

Figure 44. List of hospitals and clinics 

 

Search for a Facility 

To search for a facility, click on the plus (+) button  at the top right of the screen to expand the 

search window. 

Figure 45. Search for a facility 
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• You can search for a facility by state, LGA, ward, facility level, ownership, operation status, 
registration status, license status, facility coordinates, or by specifying a facility name. 

• You will be able to manage and view only those facilities within the state to which you have been 
assigned. 

• After selecting the desired search criteria, click on Search. The list of facilities will be displayed 
based on your selection. 

• Click on Reset to clear the search option you previously selected. 

 

View Facility Details 

To view the details of a facility, search for the desired facility and click on View. The facility details form 

will be displayed. The details are grouped in different categories; click on the Category tab to view the 

details for each. 

Figure 46. Facility details 
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Add a New Hospital or Clinic 

To add a new hospital or clinic, on the Hospitals and Clinics page click on Add Hospital or Clinic (blue 

button). 

Figure 47. List of hospitals and clinics 

 

The system will redirect you to the data entry page, shown below. 

• Enter the facility details from the hospital and clinics data collection form. 

• All fields marked * are mandatory. 

• The data entry form has three sections: signature elements, service elements, and human 
resources. Click on each section to expand the form.  

• After filling in all options, click on Submit Request. You will receive either a “Request 
submitted successfully” message or an error message if you provided incorrect data. 

• If your submission is successful, the request will be sent to a verifier for review. The facility will 
not be visible in the system until it has gone through all required approval processes. 

• If you want to discard a facility addition operation, click on Return Back to go back to the list of 
facilities. 
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Figure 47. Add new hospital or clinic 

 

Update a Hospital or Clinic 

To update a hospital or clinic entry, on the Hospitals and Clinics page search for the facility you want to 

update and click on Edit (yellow button). 

Figure 49. List of hospitals and clinics 

 

The system will redirect you to the data entry screen for an existing facility. 
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Figure 50. Data entry screen 

 

• The page will open with current facility information.  

• After updating the desired fields, click on Submit Update Request. You will receive either a 
“Request submitted successfully” message or an error message if you provided incorrect data. 

• If the submission is successful, the update request will be sent to a verifier for review. The facility 
updates will not be visible until the request has gone through all required approval processes. 

• If you want to discard a facility update operation, click on Return Back to go back to the list of 
facilities. 
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Figure 51. Update hospital or clinic 

 

 

Delete Hospital or Clinic 

To delete a hospital or clinic, search for the facility you want and click on Delete (red button on the 

Hospitals and Clinics page). 

Figure 52. List of hospitals and clinics 
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The following screen will be displayed. 

Figure 53. Delete hospital or clinic 

 

• Enter the reason you want to delete the facility and click on Submit Delete Request. You will 

receive a “Request submitted successfully” message. 

• The deletion request will be sent to a verifier for review. The facility will not be deleted until the 

request has gone through all required approval processes. 

My Request 

On the side menu, click on “My Requests.” 

Figure 54. My Requests menu 

 

The My Pending Requests menu will then appear and provides options for users to track all new facility 

requests, updates, or deletion requests they have submitted. To learn how to submit requests, refer to 

Section 4.4. When you click My Request, a default list of all pending requests will be displayed. A pending 

request refers to those that have not been published; the request can be at any stage of the approval process. 
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Figure 48. My pending requests 

 

Filtering Requests 

You can view your requests by different statuses. 

Figure 56. Request status 

 

• My Pending Requests: all of your requests that have not yet been published 

• My Rejected Requests: all of your requests that have been rejected at any stage of approval 

• My Approved Requests: all of your requests that have been published 

Choose the status you want and click on Show to display all of your requests by selected status. 

• To add a new state, click on Add State. The following screen will be displayed. 

You can delete your requests only if they have not been verified or if they have been rejected by the 

verifier. If your request meets these criteria, you will see a Delete Request button. 

• To delete a request, click on Delete Request. The following screen will be displayed. 

Figure 57. Delete request 
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• Click Yes to delete request or No to cancel the operation. 

Updating a Request 

You can update your own requests only if they have not been verified or if they have been rejected by the 

verifier. If the facility meets these criteria, you will see the Update Request button. 

• To update the request, click on Update Request. The update request screen will be displayed. 

• The update process is similar to updating a hospital or clinic facility. Refer to Section 4.4.4. 

My Approvals 

No facility information changes in HFR—new facility creation, update, or deletion changes—will be 

effected until they have gone through the approval process. This process in HFR follows the “Standard 

Operating Procedure (SOP) for Maintaining HFR” guidance. 

https://www.measureevaluation.org/resources/publications/ms-18-150 

There are three approval levels:  

• Level I – Facility Verification 

• Level II – Facility Validation 

• Level III – Facility Publication 

To review the request, click on the My Approvals menu. A submenu then will show the number of 

request(s) pending your review. You will be able to see and review only the requests at the level to which 

you have been assigned. 

Figure 58. My approvals 

 

Facility Verification 

Once a request to create, update, or delete a facility has been submitted, a notification e-mail will be sent 

to all those who have a verification role within a given state.  

To verify a request, go to the My Approvals menu and click on the Facility Verification menu. A list of 

requests pending verification will be displayed, as shown below. 
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Figure 59. Pending verification 

 

• Click on Review. The Review Requests page, including facility details, will appear, as shown 

below; review the information in each section before accepting. 

 

Figure 60. Request review 

 

• To accept, enter verification notes and click Accept. The request will then move to the next level 

of validation. 

• To reject, enter rejection notes and click Reject. The request will go back to the requester with 

the remarks on what to do. Also, the requester will receive an e-mail notification of the rejection. 
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Recall 

Once the facility has been verified, the system will show a Recall button, as shown below. The request can 

be recalled to the pending verification stage if it has not been validated. If the request has been validated, 

the recall option will not be available. If the request has been recalled, the validator will not see it. 

Figure 61. Verification recall 

 

• To recall, click on Recall. The following message will be displayed. 

Figure 62. Verification recall 

 

• Click Yes to recall or No to cancel. 

Facility Validation 

Once the request to create, update, or delete a facility has been verified, the notification e-mail will be sent 

to all those who have a validation role within a given state.  

To validate the request, go to the My Approvals menu and click on the Facility Validation menu. A list 

of requests pending validation will be displayed, as shown below. 

Figure 63. Pending validation 
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• Click on Review. A form with facility details will be shown; next, review the information in each 

section before accepting it. 

• To accept, enter validation notes and click Accept. The request will move to the next level of 

publication. 

• To reject, enter rejection notes and click on Reject. The request will go back to the verifier with 

your remarks on what to do. Also, the verifier will receive an e-mail notification of the rejection. 

Recall 

Once the facility has been validated, the system will show a Recall button. The request can be recalled to 

the pending validation stage if it has not been published. If the request has been published, the recall 

option will not be available. If the request has been recalled, the publisher will not see the request. 

• To recall, click on Recall; the following message will be displayed. 

Figure 64. Validation recall 

 

• Click Yes to recall or No to cancel. 

Facility Publication 

Once the request to create, update, or delete a facility has been validated, the notification e-mail will be 

sent to everyone having a publication role.  

To publish the request, go to the My Approvals menu and click on the Publication menu. A list of 

requests pending publication will be displayed, along with details regarding the requester, verifier, and 

validator, as shown below. 

Figure 49. Pending publication 
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• Click on Review. A form that includes facility details will be shown; next, review the information 

in each section before accepting it. 

• To reject, enter rejection notes and click on Reject. The request will go back to the validator 

with your remarks on what to do. Also, the validator will receive an e-mail notification of the 

rejection. 

• To publish the request, enter publication notes and click Accept. Once the request has been 

published, the facility information will be visible to the public. 

• To change published information, the process must start from the beginning, with a user 

submitting an update request and following the approval processes. 

Approval Status 

During the approval process, the facility status will change for each stage, as described below. 

Creating a New Facility 

Figure 66. Approval status for new facility 

 

 

 

 

 

 

 

 

 

 

Updating a Facility 

Figure 67. Approval status for facility updates 
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Deleting a Facility 

Figure 50. Approval status for facility deletion 

 

 

 

 

 

 

 

 

Pharmaceutical Premises 

This section of the system allows users to create, update, and delete pharmacy details in the system. To 

access this section, click on the Pharmaceutical Premises menu. The list of pharmacies will be 

displayed, as shown below. 

Figure 68. List of pharmacies 

 

Search for Pharmacy 

To search for a pharmacy, click on the plus (+) button  at the top right of the screen to expand the 

Search window. The screen below shows a search that has already been expanded 

Figure 51. Search for pharmacy 
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• You can search for a pharmacy by state, LGA, ward, ownership, operation status, registration 
status, license status, facility coordinates, or by specifying its name. 

• After selecting the desired search criteria, click on Search. The list of pharmacies will be 
displayed based on your selection. 

• Click on Reset to clear the search you previously selected. 

Add a New Pharmacy  

To add a new pharmacy, click on Add Pharmacy on the Pharmaceutical Premises page. The system will 

redirect you to the Data Entry page. 

Figure 70. Add pharmacy 

 

• Enter the details as shown in the data collection form. 

• All fields marked * are mandatory. 

• After filling in all fields, click on Submit Record. You will receive either the following message 

“information is saved successfully” or error messages if you provided incorrect data. 

• If you want to discard the Add Pharmacy operation, click on Return Back. This will take you 

back to the list of pharmacies. 
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Update a Pharmacy 

To update pharmacy information, search for the pharmacy you want to update and then click on Edit. 

The system will redirect you to the Update page. 

Figure 71. Pharmaceutical premises update page 

 

• The page will show the current information; the fields are similar to those of the data entry form. 

• After updating the desired fields, click on Update Record. You will receive either the following 

message “Request submitted successfully” or error messages if you have provided incorrect data. 

• If you want to discard the Update operation, click on Return Back to take you back to the list 

of pharmacies.  

Figure 72. Update pharmacy  
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Delete a Pharmacy 

To delete a pharmacy, search for the pharmacy you want to delete and then click on Delete. The 

following screen will be displayed. 

Figure 73. Delete pharmacy 

 

• Click Yes to delete the pharmacy or No to cancel the deletion. 

Laboratory Premises  

This section of the system allows users to create, update, and delete information about laboratories. To 

access the section, click the Laboratory Premises link on the menu to display the list of laboratories, as 

shown below.  

Figure 74. List of laboratories 

 

Search for a Laboratory 

To search for a laboratory, click on the plus (+) button  at the top right of the screen to expand the 

Search window. The screen below shows a search that has already been expanded. 

Figure 52. Search for laboratory 

 

• You can search for a laboratory by state, LGA, ward, level, ownership, operation status, 

registration status, license status, facility coordinates, or by specifying the lab name. 
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• After selecting the desired search criteria, click on Search. The list of laboratories will be 

displayed based on your selection. 

• Click on Reset to clear the search option you previously selected. 

Add a New Laboratory 

To add a new laboratory, click on Add Laboratory on the Laboratory Premises screen. The system will 

redirect you to the Data Entry page, as shown below. 

Figure 53. Laboratory data entry form 

 

• Enter the data for the fields as shown in the data collection form. 

• All fields marked * are mandatory. 
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• After filling in all fields, click Submit Record. You will receive either the following message: 

“Laboratory Information Saved Successfully!” or error messages if you provided incorrect data. 

• If you want to discard the Add Laboratory operation, click on Return Back to go back to the 

list of laboratories. 

Update a Laboratory 

To update laboratory information, search for the laboratory you want to update and then click on Edit. 

The system will redirect you to the Update page. 

Figure 77. Laboratory premises update page 

 

• The page will show the current information; the fields are similar to those in the data entry form. 

• After updating the desired fields, click on Update Record. You will receive either the following 

message: “Laboratory Information Updated Successfully!” or error messages if you provided 

incorrect data. 

• If you want to discard the Update operation, click on Return Back to go back to the list of 

laboratories. 

Delete a Laboratory 

To delete a laboratory, search for the laboratory you want to delete and then click on Delete. The 

following screen will be displayed. 

Figure 54. Delete laboratory 

 

• Click Yes to delete the pharmacy or No to cancel the deletion. 
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Radiological Premises 

This section of the system allows users to create, update, and delete radiology premises in the system. 

Click on the Radiology Premises link on the menu to open the following page showing the list of 

imaging or radiological facilities. 

Figure 79. List of imaging or radiological facilities 

 

Search for Imaging or Radiological Facilities 

To search for an imaging or radiological facility, click the plus (+) button  at the top right of the screen 
to expand the search window. The screen below shows a search that has already been expanded. 

Figure 80. Imaging or radiological facility search 

 

• To add a new state, click on Add State. The following screen will be displayed. 

• Search. The list of imaging or radiological facilities will be displayed based on your selection. 

• Click Reset to clear the search you previously selected. 
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Add a New Imaging or Radiological Facility 

To add a new laboratory, click on Add Radiological Facility. The system will redirect you to the data 

entry page shown below. 

Figure 81. Imaging or radiological data entry form 

 

• Enter the data in the fields shown in the data collection form. 

• All fields marked * are mandatory. 

• After filling in all fields, click on Submit Record. You will receive either the following message: 

“Information Saved Successfully!” or error messages if you provided incorrect data. 

• If you want to discard the Add Radiological Facility operation, click Return Back to go back 

to the list of imaging or radiological facilities. 
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Update Imaging or Radiological Facilities 

To update information on imaging or radiological facilities, search for the facility you want to update and 

click on Edit. The system will redirect you to the Update page. 

Figure 82. Radiological facilities update page 

 

• The page will show the current information; the fields are similar to those in the data entry form. 

• After updating the desired fields, click on Update Record. You will receive either the following 

message: “Laboratory Information Updated Successfully!” or error messages if you provided 

incorrect data. 

• If you want to discard the Update operation, click Return Back to go back to the list of imaging 

or radiological facilities. 

Delete an Imaging or Radiological Facility 

To delete an imaging or radiological facility, search for the facility you want to delete and click on Delete. 

The following screen will be displayed. 

Figure 83. Delete imaging or radiological facility 

• Click Yes to delete the facility selected or No to cancel the deletion. 
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User Management 

This section of the system allows system administrators to manage permissions, user roles, and system 

users. 

Overview 

HFR has been designed with role-based access control (RBAC). RBAC is a method of restricting system 

access based on the roles of individual users. RBAC lets users have access rights to only the information 

they need to do their jobs and prevents them from accessing information that does not pertain to them. 

The figure below illustrates this structure.  

Figure 84. HFR RBAC model 

 

Permissions 

HFR permissions represent different actions a user can perform within the system. Permissions are built 

in to the HFR and cannot be added by system administrators. 

• View Permission allows a user to view a specified module or resource. 

• Add Permission allows a user to add data (e.g., a facility). 

• Edit Permission allows a user to update information. 

• Delete Permission allows a user to delete specified information. 

 

Roles 

Roles represent user responsibilities within HFR. For example, the data entry role allows users to enter 

facilities in the HFR. Roles can have multiple permissions assigned to them; also, roles are flexible and 

can be modified and customized at the front end by system administrators. 

To view and manage roles, click on User Management and then Roles.  
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Figure 85. Menu with User Management option 

 

A list of available roles will be displayed. 

Figure 86. List of roles 
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Add Role 

To add a new role, click on Add User Role at the top-right corner to open the User Role form, as 

shown below. 

Figure 55. Role creation form 

 

• Enter the role name and description, and then select sub-roles. Sub-roles are those that have 

minimal permissions compared to the role being created. They are used mostly when creating 

new users. The administrator will be able to assign to a user only those roles subordinate to the 

administrator’s role. 

• Select the permissions for the role and then click on Save Record. 
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Update Role 

To update a role, search for it in the list of roles on the User Roles screen and click on Edit next to the 

desired role to open the Edit User Role form. 

Figure 88. Edit user role form 

 

• Modify the role details as desired and then click on Update.  

 

Delete Role 

To delete a role, search for it in the list of roles on the User Roles screen and click Delete next to the 

desired role. You will be prompted to confirm the deletion. If you are sure, click Yes to confirm or No to 

cancel. 

Figure 56. Delete role 

 

Note: The deletion cannot be undone. 
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Users 

Users are the people who are given responsibilities within HFR. HFR users can be from the Federal 

Ministry of Health, states, LGAs, or partners. Each user will be assigned a role, depending on the 

person’s responsibilities. 

To view and manage users, click on User Management, then Users.  

Figure 90. User Management link 

 

A list of available users will be displayed, as shown below. 

Figure 91. List of users 
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Add User 

To add a new user, click on Register User at the top right corner of the Users screen. The following 

form will be displayed. 

Figure 92. User registration form 

 

• Fill in the form with the user’s details, select a role to assign to the user, and select the state and 

LGA permissions. 

• Fields marked * are mandatory. 

• State permission  

o This field gives the user permission to manage facilities within the assigned state. 

• LGA permission  

o This field gives the user permission to manage facilities within the assigned LGA. 

• To register the user, click on Save. The user will be registered and receive an e-mail with 

instructions on how to activate his/her account. 
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Account Activation 

Once the account has been created, the user will receive an e-mail address with his/her account details, as 

shown below. The user is asked not to respond to this e-mail. 

Figure 93. HFR new account e-mail 

 

Click on Login and you will be directed to the HFR log in page. 

Figure 94. New account log in 

 

Enter your e-mail and the temporary password provided, verify you are not a robot, and then click on 

Sign In. A verification code will be sent to you via e-mail, and you will be directed to the Token 

Verification page. 
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Figure 95. Token verification 

 

Copy the verification code from your e-mail, enter the token in the Token Verification form, and click 

on Verify Token. 

If you have provided the correct token, you will be directed to the Change Password page. 

Figure 96. Change password form 

 

Enter your new password and confirm it and then click Change Password. If you have provided the 

correct password, the password will be changed, and you will be logged into the system automatically and 

directed to the curation dashboard. 
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Update User 

To update a user, search for the user and, then click on Edit (yellow button) next to that user to open the 

Update User Information form filled out with the user’s current information. 

Figure 97. Users screen 

 

Modify the user’s information as required and then click on Update to update the user’s information. 

Figure 98. Update user 

 

Delete User 

You can delete a user only if the account is still inactive, which means a user has not activated the 

account. Once the account has been activated, you cannot delete it, but you can block the user. A blocked 

user will not be able to log in to the system. 

• To block the user, click on Block on the User screen; you will get the following prompt. 

Figure 99. Blocking user 
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• Click Yes to confirm you are blocking the user. The user status will change from active to 

blocked. 

 

• To activate the user, click on Activate; you will get the following prompt. 

Figure 100. Activate user 

 

• Click Yes to confirm activating the user. The user status will change from blocked to active. 

Users’ Feedback 

This section of the system allows users to view feedback submitted by users on an HFR public portal. 

The system allows administrative users to view information about when the feedback was sent and 

information about the recipient as entered from a public portal. To access this page, click on the Users 

Feedback link.  

Figure 101. Users feedback link 
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The system will redirect you to the page below. 

Figure 102. Users’ feedback 

 

Download Requests 

This section of the system allows users to view all download requests submitted by users from a public 

portal. The system allows the administrators to view the contact details of the requester and the purpose 

for downloading the data.  

These requests also are summarized and displayed on the curation dashboard. 

Figure 103. Facility download requests 
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Resources 

This section of the system allows system administrators to add, update, and delete HFR resources. These 

resources can be accessed from a public portal by any user. To access this page, click on Resources on 

the menu bar. The list of available resources will be displayed, as shown below. 

Figure 104. List of resources 

 

Add a Resource 

To add a new resource, click on Upload Document at the top right corner of the screen. The following 

form will be displayed. 

Figure 105. Upload file 

 

Enter the document description in the file name, click on Browse to navigate, and select the file you want 

to upload. Then click on Upload. The document will be uploaded and shown in the list. 
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Update a Resource 

To update a resource, locate the document you want and click on Edit. The following form will be 

displayed. 

Figure 106. Update resource 

 

Update the document name and click on Update; to cancel, click on Close. 

Note: This function updates only the document name, not the document itself. 

Delete a Resource 

To delete a resource, locate the document you want and click on Delete. The following prompt will be 

displayed. 

Figure 107. Delete resource 

 

Click Yes to delete the document or No to cancel. 
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Reports 

This section allows users to view different reports on health facilities. 

Facility Reports 

From this screen, you can view and download the list of newly created, updated, and deleted facilities 

within a specified period. 

To access, go to Reports, then click on the Facility Reports menu. The following page will open. 

Figure 108. Facility reports 

 

• Select the report type you want and choose the start and end dates for the report. Then click on 
Generate. 

• The list of facilities reflecting your selection will be displayed. 

• To download the list, click on Download. 

 

Facilities Status Summary 

The facilities status summary report displays a summary of facilities according to different statuses. (For 

more information, refer to Section 4.6.4, Approval Status.)  

To access, go to Reports, then click on the Facility Status Summary menu. The following report will 

be displayed. 

To download, click on Download. 

  



64             Implementing Nigeria’s MFL: Manual for HFR Administration 

Figure 109. Facility status summary report 

 

Service Rendered Report 

The Services Rendered report provides an option to view and download information on multiple facilities 

and what services each facility offers.  

To access the report, go to Reports and then click on the Services Rendered menu. The following 

screen will be displayed. 

Figure 57. Facility services rendered report 

 

Select any of the filter options—that is, state, LGA, ward, facility level, or ownership, and then click on 

Generate. A list of facilities and their services will be displayed as per your selection. 

To download the list, click on Download.
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